NHOPOPMAIIMOHHAA ITAMATKA
JJIA OBYYAROIIINUXCA

C KaXIbIM TOJOM MOJIOACKUM B HHTCPHCTC CTAHOBUTLCA 6OJ'IBH_IC, a
MKOJbHHUKM OAHHN H3 CaMbIX AKTHBHBIX MOJIb30BaTeIeH PYHeTa. MG)KI[y TEM,
IIOMHMO OI'POMHOI'O KOJHUYCCTBA BO3M0>KHOCT€ﬁ, HHTCPHECT HCCCT U HpO6HeMBI.
OTta namsaTkKa JOJIDKHA ITIOMOYb TeOe Oe301acHo HaXOIUTHCA B CCTH.

KomnbroTepHbie BUPYCHI
KoMmnbloTepHblid BUPYC - 3TO Pa3HOBUJHOCTH KOMIIBIOTEPHBIX MPOTpPaMM,

OTIMYUTEIHHON 0COOEHHOCTBIO KOTOPOU SIBISIETCS] CITIOCOOHOCTH K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT HMOBPEIUTH WU MOJHOCTHIO YHUUTOKUTH
BCe (pailsibl U JaHHBIE, MOJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3allyllleHa 3apakeHHas MPOrpaMMa, a TaKKe MOBPEIUTh WIM JaXe YHUYTOXUTh
OIEpaIOHHYI0O CUCTEMY CO BceMH (paiimamu B 11esioM. B OonblIMHCTBE ciyyaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOTPaMM:

1. Mcnonb3yii COBpEMEHHbBIE ONEPALlMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOrPaAMM;

2. TlocrossHHO ycraHaBnmuBaik madtd (IUQPPOBBIE 3aIIaTKH, KOTOPBIC
ABTOMATHUYECKU YCTAHABIHMBAIOTCS C IICNBIO JIOPAOOTKU TPOTPAMMBI) U JIPYTHE
OOHOBJICHUSI CBOEW omepanuoHHOW cucTteMbl. CkayMBall HX TOJBKO C
opurmanpHoro  caiita  paspadborunka OC. Ecnu  cymiecTByer — pexum
aBTOMATUYECKOr0 OOHOBJICHUS!, BKJIIOUH €T0;

3. Pabortaii Ha cBoeM KOMIIBIOTEpE IOJ TMpaBaMH IOJH30BATENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJUIAPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. MHcnonb3yil aHTUBUPYCHBIE NPOrpaMMHBIE MPOIYKTHI HM3BECTHBIX

MPOU3BOMUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub PU3NYECKUNA TOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIUII;

6. Ucnonw3yil BHeNIHUE HOCUTENIM MH(OpMaIMK, Takue Kak (iemrka, JTUCK
uin (aitn U3 THTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpwiBail KoMmbIOTEpHBIC (haliIbl, TMOJYyYECHHBIE W3 HEHAJEKHBIX

UCTOYHUKOB. Jlaxke Te (ailbl, KOTOphIe MpUCIIal TBOK 3HAKOMBIN. Jlyure yTounu
y HETO0, OTIIPaBJISUI JIK OH TeOe UX.

Cerun WI-FI



Wi-Fi - 3T0 He BHJ meperauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHJI,
mapka. Eme B 1991 rony HuzaepiaHickas KOMIAHUS 3aperucTpupoBajia OpeH.
"WECA", uro o6o3nauano cinoBocoueranue “Wireless Fidelity”, xotopsrii
MIePEBOJIUTCS KaK '0eCIpOBOHAS TOYHOCTh .

Jlo Hamiero BpeMeHH JomuIa apyras abOpeBuarypa, KOTopas SBISICTCS TaKOH

ke TexHosorued. Ito abOpesmarypa "WIi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHIapT BbICHICH 3ByKoBOW TexHuku Hi-Fi, 4tro B mepesome
O3HayvaeT

"BbICOKasi TOYHOCTh".

Jla, OecriaTHBIM WHTEPHET-IOCTYI B Kade, OTeNIIX M adpomnopTax SBISACTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIEepPThI CUMTAIOT,
gt0 obmenoctymabie Wi-Fi cetn He SBIISIOTCS 0€30ITaCHBIMH.

CoBetsl 110 O0e30macHOCTH pabOThI B 001Ie0CcTyMHBIX ceTsax Wi-fi:

1. He nepenasaii cBOIO JHUHYIO HHPOpMaIio uyepe3 oodmeaoctymnabie Wi-Fi
cetu. PaboTas B HUX, )KEJIAaTeILHO HE BBOAUTH MAPOJIN JIOCTYIA, JJOTHHBI U KaKHUe-
TO HOMEPA,

2. Vcnonb3yii U OOHOBJISI aHTUBUPYCHBIE TIPOrpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaUYKH BUPYCa HA TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkiroun ¢pyskmmto "O0mwmit qoctym K daiiinam

u npuHTepam'. JlanHas (QyHKIMS 3aKphITa O YMOJTYAHUIO, OJHAKO HEKOTOPHIC
MOJIH30BaTENIM AKTUBUPYIOT €€ JJIsl YI00CTBa UCTOJb30BaHUs B paboTe Uiin yueoe;

4, He wucnonb3yi nyomuunbii WI-FI g1 mepemaynm JUYHBIX TaHHBIX,
HaIrpuMep JIJIs BBIX0JIa B COIMAIBHBIC CETH WIIH B DJICKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonmpko 3amuineHHoe coenuaenne yepe3 HTTPS, a e HTTP,
T.¢. ipu Habope BeO-aapeca BBoau uMeHHO "https://*;

6. B moOwibHOM Tenedone orkmoun (yakiuio "Tlonkmodyenne k Wi-Fi

aBToMatnuecku'. He momyckail aBTOMAaTHMYECKOIro MOJKIIOYEHUS YCTPONCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

CouunajbHble ceTH

CounasibHbI€ CETH aKTUBHO BXOJAT B HAIIy »KW3Hb, MHOTHE JIOJU pabOTaIOT
¥ KUBYT TaM MOCTOSHHO, a B Facebook yike 3apeructpupoBan MusLIHap.I YEIOBEK,
YTO SIBJIIICTCSI OJHOM CEeIbMOM BCEX JKUTEJIEH IIaHeThbl. MHOTrMe MoJIb30BaTeIn He
MOHUMAIOT, YTO MHOpMAIMs, pa3MElIeHHas UMHU B COITMAIBHBIX CETAX, MOMKET
ObITh HalJileHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJE HE O0s3aTEeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI TIO 0€30MMACHOCTH B COITUATBHBIX CETSIX:

1. Orpanuub cMCcOK Apy3eil. Y Te0s B Apy3bsax HE JOJIKHO ObITh CIydalHBIX
1 HE3HAKOMBIX JIIOEH,

2. amumiail cBOKO 4YacTHYIO >XM3Hb. He ykasbiBail mapomnu, TenedoHsl,

ajapeca, JaTy TBOEro PpOXIEGHUS U JPYryl0 JHUYHYIO  HMHGOpPMALHIO.



3JIOYMBIHIJ'IGHHI/IKI/I MOT'YT UCIIOJIb30BATH J1aXKC HH(l)OpMaI_[I/IIO O TOM, KaK Thl 1 TBOH
POAUTEIIN IIJIAHUPYETEC IPOBCCTH KAHUKYIJIBI,

3. 3amuiiail CBOIO pemyTaluio - Iep>KU €€ B YUCTOTE U 3aJaBail cebe Bompoc:
XoTea Obl Thl, YTOOBI JPYrH€ IMOJb30BATEIM BHUJEIH, UYTO Thl 3arpyskaeub?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAMKUCATH U 3arPy3UTh,

4. Ecny Thl TOBOPUIIB C JIIOJBMH, KOTOPHIX HE 3HAaEIllb, HE MCIOJIb3YH CBOE
peargbHOe UMSI U IPYTYIO JIMYHYI0 MH(QOpPMALMU: UMS, MECTO KHUTEIHCTBA, MECTO
y4eObl U Mpoyee,

5. U36erait pasmenienust pororpaduii B UHTEpHETE, Iie ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHHE,

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOAMMO HCIOIb30BATh

CJIOKHBIC

napoJiy, cocrosimue u3 OykB ¥ HU(p U C KOJTMUYECTBOM 3HAKOB HE MeHee 8;
7. Jnsg couMambHOM CE€TH, MOYThl M JIPYTUX CAWTOB HEOOXOIUMO

UCIIOJIB30BaTh pa3Hble Mapoiu. Toraa eciau Te0si B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHbIE IEHbI'H

DJIEKTPOHHBIE JIEHBI'M - ATO OYEHb YAOOHBIA CIIOCOO TIUIATEXKEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJTYIUTh 3TH JICHBTH.

DNEeKTPOHHBIC JECHBI'M MOSBIINCH COBCEM HEAAaBHO M MMEHHO M3-3a 3TOTO BO
MHOTHX TOCYAapCTBaxX J0 CHX MOp HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHu QyHKIIMOHUPYIOT U O HUX YK€ MPOIKUCAHO B 3aKOHE, TJI€ UX
pa3AeIsIIOT Ha HECKOJIPKO BHUJIOB - aHOHMMHBIC U HE aHOHMMHbBIC. PazHuIa B TOM,
YTO AHOHHMMHBIC - 3TO T€, B KOTOPBHIX pa3peliacTcs MPOBOAUTHL omepanuu 0e3
UJISHTU(PUKAIINY TTOJIL30BaTENsA, a B HCAHOHUMHBIX HJICHTH(HUKAIUS TTO0JIH30BaTEIIS
SIBJISIETCS 00s3aTEIIHLHOM.

Taxxxe ciaemyer pa3nuyaTh DJEKTPOHHBbIE (HATHBIC [OEHBIH (pPaBHBI

rOCYJapCTBCHHBIM BajlOTaM) M OJICKTPOHHBIC He(HaTHbIC IeHbIM (HE paBHBI
rOCYyJIapCTBCHHBIM BaJIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbraMU:

1. IIpuBsku K cueTy MOOWIIbHBIN TenaedoH. ITO caMblil YAOOHBIN U ObICTPbII
Croco0 BOCCTAHOBUTH JOCTYI K cuery. [IpuBsa3aHHBI TeneoH MOMOXET, eciu
3a0yJenip CBOM IUIATEXXHBIM Mapoib WIM 3aifellb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA,

2. Wcnonw3yéh omHopaszoBbie maposid. llocie mepexona Ha YCUIICHHYIO
aBTOpHU3allMi0 TeOe yXe He OyIeT yrpokaTh ONMacHOCTh KPaKM WJIM IepexBara
IJIATEKHOTO MapOJIs;

3. Beibepu crnoxnblii mapoib. [IpecTtymaukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHple mapoiau - 3T0 Napoju, KOTOPhIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B Cce0s CTPOYHBIC M MPOMHUCHBIC OYKBBI, IUDPHI U



HECKOJIbKO CHMBOJIOB, TaKHM€ KaK 3HaK JoJuiapa, (hyHTa, BOCKIMIATEIbHbIN 3HAK 1
t.11. Hampumep, $tRONg!;;
4. He BBOIY CBOM JIMYHEIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSELIb.

DJIeKTPOHHASA MOYTA

OJIeKTpOHHAs 1OYTa - 3TO TEXHOJOTUS U IPEAOCTABISIEMBIC €10 YCIYI'H II0
NEPECHUIKE U MOITYYEHHIO JIEKTPOHHBIX COOOIIEHUN, KOTOPbIE PaCHpEeeIIsIOTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIMUK BBITJISAUT
CIEMYIOIIM 00pa3oM: uMs_toib3oBaresi@ums_nomena. Takxke KpoMe repeaadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD IIepeaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 O€30IM1aCHON padbOTE C IITEKTPOHHOU MOYTOI;

1. Hapgo BbIOpaTh MNpaBWIBHBIA IIOYTOBBIA cepBUC. B uWHTEpHETE €CTh

OTPOMHBII BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPITH TEM,
KOTO 3HA€IlIb U KTO IIEPBBIN B PEUTUHTE;

2. He yka3piBail B TUYHOM MOYTe TUYHYIO0 WH(popmanuto. Hampumep, myurme
BBIOpATh "'My3bIKabHBIA_(panat@" wim "pok2013" BmecTo "Temal3",

3. Hcmonb3yit AByXdTamHyl0 aBTOPH3AIMIO. JTO KOTJAa MOMHUMO MapoJIs
HY>KHO BBOJIUTH KOJI, MPUCHUTaeMbIl 110 SMS;

4. BoiOepu CHOXKHBIN mapoiib. JJ11 KaKaoro Mmo4ToBOro SIUIMKa JOHKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ectp BO3MOXKHOCTH HamucaTb CaMOMYy CBOW JIMYHBIA BOMpPOC,
UCIIOJBb3YH 3Ty BO3MOKHOCTB;

6. Hcnonb3yili HECKOJBKO TOYTOBBIX SIIMKOB. IlepBblid s 4YacTHOU
NIEPENUCKU C aJpecaTaMi, KOTOPBIM ThI JOBEPSEIIb. JTO 3JIEKTPOHHBIA aJpec He
HaJI0 UCTIOJIb30BaTh MPU PETUCTPALIUU HA POpyMax U caiTax;

7. He oTkpwiBail (aitnibl U Jpyrue BIOXKEHUS B MHUChbMax, JaXKe €CId OHU
INPUILUIM OT TBOUX Jpy3el. Jlydilne yTouHM y HUX, OTHPABIIIIM JIM OHU TeOe 3TU
(aiinsl;

8. Ilocne oxoH4aHus pabOTHI Ha TIOYTOBOM CEPBUCE TEpe] 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxaTh Ha "BbIATH .

Ku0epOy1iiMHI Wiin BUPTyaibHOE U3/1€BaTe/IbCTBO

KubepOymmHr -  mpeciieioBaHUE  COOOIICHUSAMH,  COJEpKalluMU
OCKOpOIIeHus, arpeccuio, 3aIyTUBAHHUE; XYJIUTaHCTBO; COLIMaIbHOE
OOMKOTHUPOBAHHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiicst B 60#. JIyummii cmoco6: mocoBeTOBaThCS Kak ce0sl BECTH W,
€CJIM HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHayaje YCHOKOWThCS. Ecimu T
HAaYHENIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHUS, TO TOJBKO eIie OoJbIe
pa3oMOKeIb KOH(IIHUKT;

2. YmpaBisiii cBoeil kubepperyTaruei;,

3. AHOHUMHOCTh B ceTn MHHMas. CyIeCTBYIOT CIOCOOBI BBISICHUTBH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;



4. He crTouT BeCTH XyNIMTaHCKUW 00pa3 BUPTyaldbHOU >Xu3HH. MHTEepHET
(¢ukcupyeT Bce TBOM JACWCTBHUA M COXpAaHsSET MX. YJaIUTh UX OylIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyil eauHuuHbId HeraTuB. OIHOpPA30BBIE OCKOPOUTEIIbHbBIC
COOOIICHHST JIy4llle WTrHOpupoBaTh. OOBIYHO arpeccusi MpeKpamjaeTcss Ha
HaYyaJIbHOW CTaJuH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKMPOBKM OTIPABKH COOOIICHUHN C
OIPEEICHHBIX a/IPECOB,;

8. Ecm TBI cBUaeTens kubepOyimHTa. TBOM MEHCTBHS: BBICTYIIUTH MPOTHB

MpeciieoBaTens, MOKa3aTh €My, YTO €ro JACHUCTBUSA OLICHHUBAKOTCS HEraTHUBHO,
NOAJICPKaTh KEPTBY, KOTOPOH HY>KHA IICUXOJOTHYECKasi MOMOIIb, COOOIIUTH
B3pOCJBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOmibHbId Tes1edoH

CoBpemeHnHbIe cMapThOHBI U IUIAHIIIETHI COAEPIKAT B ce0€ BIOJHE B3POCIbIi
GbyHKIMOHAT, W Temepb OHM MOTYT KOHKYpPHpPOBaTb CO CTallMOHApHBIMU
KoMIlboTepamMu. OTHAKO, CPECTB 3aITUTHI JJI TI0JI00HBIX YCTPOUCTB MOKA OYEHb
Mmajno. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX TNIPOMCXOJUT HE TakK
uHTeHCUBHO, Kak aiis [1K, To ske camoe kacaeTcst 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE ~ MOOWJIBbHBIE Opay3epbl YK€ MPAaKTHYECKH  JOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHue (YHKIMOHAJIa BIIEYET 3a COOOM
OOJIBIIYIO CIIO)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He BCe MPOM3BOAMTENH BBIMYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE
KPUTHYECKUE YI3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He sBIseTCsS mMo-HACTOANMEMY OecIUiaTHBIM. Bynb OCTOpOXeH, Beab

Korja Tede mpeasaratoT OecIUIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITBHI Kakue-
TO IUUIATHBIE YCIIYTH,

Hymaii, npexae dem otnpaButh SMS, ¢oto nmm Bumeo. Thl TOYHO 3HAEIID,
r7ie OHU OYIyT B KOHCUHOM HUTOTE?

Heobxoaumo 0OHOBIIATH OMEPAIIMOHHYIO CUCTEMY TBOETro cMapThOoHa,

Hcrnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxail npuioXeHusi OT HEW3BECTHOIO UCTOYHMKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOTrpaMMHOE O0ECIIeUCHHE,

[Tocne Toro kak ThI BHIWACHIH C CaiiTa, T/I€ BBOAWI JUYHYIO WH(OpMAIIUIO,
3aiifii B HACTPOUKH Opay3epa u yaaiau COOKies;

[lepuoguyecku NMpoBepsiid, KaKue MIIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBOl HOMEpP MOOWJIBHOTO TeneOHa TOJBKO JIOASIM, KOTOPBIX ThI
3HACIb U KOMY JIOBEPSIEIIb;



Bluetooth momxen ObITh BBIKIIOYEH, KOTZAa Thl MM HE MOJNIb3yemibesi. He
3a0bIBail UHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAWH-WTPBI - O3TO  KpacodHble, 3axBaThIBAIOIINE
pa3BieueHus], OObEIUHSIIOMNE COTHU THICSY YEJIOBEK IO Bcemy Mupy. Urpoku
UCCIIEAYIOT JaHHBIA UM MHUp, OOIIAIOTCA APYr C APYroM, BBHIMOJHSIOT 3a/aHUs,
CpaXXaloTCs C MOHCTpPAaMH U TOJIy4alOT OMBIT. 3a YAOBOJILCTBHE OHU IUIATST:
NOKYHAIOT TUCK, OIUIAYMBAIOT a0OHEMEHT WM PUOOPETaI0T KaKre-TO OIIIHH.

Bce a1 cpeacTBa uAayT Ha MOJACP)KAHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh. COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPHU3AIMH, BBIITYCKAIOTCS HOBBIC
natyu (MupOBbIC 3aIUTATKH IS IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX WIrpax CTOMT OmacaTbCsi HE CTOJBKO CBOMX COIEPHHKOB,
CKOJIKO KpaXX TBOErO Mapojsi, Ha KOTOPOM OCHOBAaHa CHCTEMa aBTOPH3AIMU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 O€30MAaCHOCTH TBOETO HTPOBOT0 aKKAYHTA!

1. Eciu apyroi urpok Benet ceOs IUIOXO WM CO3/1aeT Te0e HENPUATHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB,

2. Tloxainyiicst aIMUHICTPATOPaM UTPHI HA MJI0X0€ MOBEAECHUE ITOTO UTPOKa,
KeNaTeJIbHO PUIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BU/IE CKPHHOB;

3. He yka3biBaii muunyto nHGOpMAIUIO B Tpodaiiie urpsol,

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopuuaibHbIe IATYU U MOJBI,

6. Mcnomnb3yil crokHbIe U pa3Hble MapOH;

7. Jaxxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka ThI urpaenis,

TBOM KOMIIBIOTEP MOTYT 3apA3UTh.

@UIIUHT WM KPaKa JUYHBIX JAHHBIX

OOBIYHON KpaXkeil JCHEer W JIOKYMEHTOB CETOJHS YK€ HUKOTO HE YIUBHIIIb,
HO C pa3BUTHEM WHTCPHET-TEXHOJIOTUH 3JIOYMBIIINICHHUKA TIEPEMECTHUIINCh B
WHTEPHET, U MPOJOJIKAIOT 3aHUMAThCS ' TIOOUMBIM' JIEJIOM.

Tak mosBUIach HOBas yrpo3a: WHTCPHET-MOIICHHHYECTBA WM (DUIIMHT,
rJIaBHAs IeJdb KOTOPOTO COCTOMT B TOJYYCHHM KOH(HICHIMAIBHBIX JTaHHBIX
I0JIb30BAaTENICH - JIOTMHOB W mapoJjicii. Ha anrmuiickom s3bike phishing uuraercs
kak ¢umunr (ot fishing - peiOHas 0B, password - mapoJis).

OcHOBHBIE COBETHI 10 00PHOE € (PUILIMHIOM

1. Cnenu 3a cBOMM aKKayHTOM. Eciii ThI moJi03peBaciiib, YTO TBOSI aHKETa

Oblla  B3JIOMaHa, TO HEOOXOAWMO  3a0JIOKHpOBaTh €€ U COOOIIUTH
aIMUHUCTpATOPaM pecypca 00 ITOM Kak MOKHO CKOpee;

2. Ucnonb3yit 6e3omacHbie BeO-CailTbl, B TOM YHCJI€, HHTEPHET-Mara3uHoB U
MIOUCKOBBIX CHUCTEM,;



3. Hcnonn3yil cioxHble W pasHble mapond. Takum oOpa3zom, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKU IOJIy4aT AOCTYN TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4., Ecmu T1e0s B3IOMalM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE€ A00aBJIEHbI Y T€Os B IPYy3bsiX, O TOM, YTO T€Os B3JIOMaJH H,
BO3MO>KHO, OT TBOETO UMEHH OYAET pacchlIaThCs ClIaM M CChUIKM Ha (PUITMHIOBBIE
CaMTHI,

5. YcranoBu HagexHbii mapois (PIN) Ha MoOWIBHBIN TenedoH,;

6. OTxitouM coxpaHeHue napoJs B 6paysepe;

7. He oTkpsiBail (ailsibl U Ipyrue BIOXKEHUS B MHCbMax, AK€ €ClId OHU

NPHUIIUTA OT TBOWX Jpy3eil. Jlydie yTo4HM y HHX, OTIPABISUIHA JIM OHU TeOe 3TH
(banbI.

Hudposas penyrauus
[MuppoBasg penyrauust - 3TO HETaTUBHAs WM TNO3WTUBHAs HMHpOpMauus B

cetu o Tebe. Kommpomerupyromas wHboOpMaIms, pa3MelIeHHas B HHTCPHETE,
MOKET CEpPBhE3HBIM 00pa30M OTPa3uThCA Ha TBOeW peasibHOM >xu3HU. "l{udposas
pernyTamus’ - 9T0 TBOW UMUK, KOTOPbIN GopMupyercst u3 uHpopmaiuu o Tede B
WHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJIOXKEHHE,
OCOOEHHOCTH XapaKkTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBACTCS B CETH.

MHorue moAPOCTKUA JETKOMBICIEHHO OTHOCSTCS K MyOJUKalMh JTUYHOU
uHdopmaruu B MHTEepHETE, HE MOHUMAas BO3MOXHBIX MOCieACTBU. Thl naxke He
CMOXeENTb J0TafaThcsi 0 ToM, uTo (oTorpadusi, pazMerieHHas S JeT Ha3aj, craja
MPUYMHON OTKa3a MPUHATH TeOs Ha PaboTy.

KomMmmenTapuu, pasmenienre TBoux (ororpaduii u npyrue AEMCTBUS MOTYT
HE WMCYE3HYTh JaXe TOCie TOro, Kak Thl WX YAQIWIIb. Thl HE 3HACIIh, KTO
COXpaHWJI OTy HWHGOPMAIMIO, TOMaja Jd OHAa B TOWCKOBBIC CHUCTEMBI U
COXpaHWIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKPYKAIOIIME JIIOJIH,
KOTOpbIE HAWIAYT W YBUAAT 3TO. HaliTu MH(pOpMALUIO MHOTO JIET CIYCTSI CMOXKET
100011 - KaKk U3 100phIX MOOYKICHHM, TaK U C HAMEPEHHEM TPUYUHUTH BpPea. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTE UPPOBOM pPeMyTalUU:

1. Tloxymaii, mpexie uem 4To-To MyOJUKOBATh U MepeaBath y cedsi B Oyore

WA B COIIMAJILHOU CETH,

2. B Hactpoiikax mpouiis yCTaHOBU OTPAHMYCHUS Ha MPOCMOTP TBOETO
pouIIs U €0 COAEP>KUMOTO, CAENAN eT0 TOIBKO 'S Apy3en',

3. He pasmemiaii u He yka3biBaii MHGOpMAIMIO, KOTOpPask MOXKET KOTo-1r00
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIC IIKOJLHUKM - AaKTUBHBIC IIOJIB30BATENH  IU(PPOBOTO

IMPpOCTpPaHCTBA. O,Z[HaKO JAJIEKO HE BCEC 3HAIOT, 4YTO IIOJb30BAHUEC MHOI'MMHU



BO3MOXKHOCTSIMH ~ IIU(PPOBOr0  MHupa  TpeOyer  coOmojeHuss TpaB  Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "HMHTEIUIEKTyallbHasi COOCTBEHHOCTh' OTHOCHUTCSI K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOI0 yMa, HayMHasi C HOBBIX H300PETEHMM W 3HAKOB,
0003HavaloMUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHUMBAsi KHUTAMH,
dboTorpadusiMu, KUHOPUIBEMAMHU U MY3bIKQJIbHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUICKTyaJlbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJCHUSI HAYKHU, JUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IMpaBa BBHICTYNAIOT B
Ka4eCTBE TapaHTUH TOTO, YTO WHTEIUICKTYyaJbHBIA/TBOPUYCCKHIA TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh H3BECTHOCTh W Hpu3HaHue. Hukro 06e3
paspemieHus aBTopa HE  MOXET BOCHPOW3BOJHUTH €ro  IPOU3BEACHHUE,
pacrpoCcTpaHsiTh, MyOIUYHO JAEMOHCTPUPOBATh, MPOAABaTh, HMIIOPTUPOBATH,
IycKaTh B IPOKAT, MyOJIMYHO HCIIOJHSITH, IMOKa3bIBATh/UCIIONHATE B d(QHUpPE WIH
pasmemats B MHTEpHETE.

Hcnons3oBanue  'mupaTckoro’ - MporpaMMHOTO  OOECHEYEHUS  MOXKET

IIPpUBECTH K MHOI'MM pHCKaM. OT IIOTEPH JAaHHBIX K TBOHMM AaKKayHTaM [0
6HOKI/IpOBKH TBOCTO YCTpOﬁCTBa, rac yCTaHOBJICHA HCJICTAJIbHAA IIPpOorpaMma. He
CTOUT TAKKC 336BIBaTI>, 4TO CYIICCTBYIOT JICTAJIBHBIC U OecruiaTHbBIC IIporpaMmal,
KOTOPBLIC MOJKHO HaWTH B CETH.

O noprane
CeteBUUOK.p( - TBOM IIABHBIM COBETUUK B CETU. 37€Ch Thl MOXKEIIb Y3HAThH O

0€30MacHOCTH B CETHU IMOHSATHBIM M JOCTYNHBIM S3bIKOM, a MPU BO3ZHHUKHOBEHUU
KPUTUYECKOM CHUTyalluh OOpaTUTHhCS 3a COBETOM. A TakKe NPHUHITh Y4acTHE B
KOHKYpCax M CTaTh CaMbIM HU(POBBIM Ipax TaHUHOM!



